Purpose: Verify file type
Reason: Threat actors hide the true file type to avoid detection
Author: Darrell Clark
Date: 5-19-24
Step 1. | Load the file being examined into a hex
editor. H{Y HxD Hex Editor
r'-\.]ar'nE Version 2.5.0.0 (x86-64)
Copyright © 2002-2021 Maél Hérz
All rights reserved
|—-| T1 't‘(t www.mh-nexus.de
Example file E— Hex editor used in this example
Step 2. | Compare the file extension T1.txt to
the file signature header displayed in B0 HeD) - [ C st T )
the hex editor. The file signature ) Fie Edt Seach View Anclsis Toos Window Help
displayed in the hex editor shows the | .
real file format “4D 5A” which is the Yol G Er e Vs ) Vb
signature for an “.exe” file extension. i Tt
The “.exe” was changed to “.txt” to hide
. . ‘ 2 70809 04 OB
the true file format. The file needs to be Offset(h) 00 01 02 03 04 05 05 07 08 09 (& 0B OC 0D CE OF Decoded text
quarantined and investigated further. 00000000 4D 3A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ.......... ..
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ,....... B
Notes The file sighature header is revealed in For example, a google search using the file sighature hex
the first line of hex digits below the digits from 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
“Offset” line. If you do not recognize the | revealthe signature as being of the file type “EXE” not “TXT”.
hex digit signature do a google search = File exension detallfls Hov. X | +
USing the heX dIgItS in _ C 23 file-extension.net/seeker/program_extension_win32
and compare the results with the Header Hexdump: [4D 5A 80 00 03 00 00 00 04 00 00 00 £F FF 00 00
written file extension (in this example it | o EXE FreeBASIC 0.14 Win32 executable
) K R Header Hexdump: |4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 0cf]
is T1.txt)if they do not match quarantine . - FreeBASIC 0.15 Win32 Executable
the file and |nvest|gate further. L Header Hexdump: 4D 54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00ff
Notes The file signature is also referred to as An example of a threat actor hiding the file extension is with a
the files “magic number”. phishing attack using the “Right-to-Left Override” technique.
More information on this technique can be found at:
Masquerading: Right-to-Left Override, Sub-technique
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